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This   paper   investigates   the   use   of   fuzzy   inference   for   detection   of   abnormal   changes   in   e­mail   traffic  
communication behaviour. Several communication behaviour measures and metrics are defined for extracting  
information on the traffic communication behaviour of  e­mail  users. The information  from these behaviour  
measures is then combined using a hierarchy of fuzzy inference systems, to provide an abnormality rating for  










August   2006.   The  New  York   Times   (Natta   et   al.,   2006)   reported   that  MI5   had   used   several   sources   of 






















intelligence   techniques   could   be   useful   in   aiding   the   user/intelligence   analyst   to   investigate   a   suspected 
individual’s e­mail traffic communication behaviour. In our previous work (Lim et al., 2005, Lim et al., 2006) an 
e­mail traffic analyser system was developed as a conceptual system to investigate the use of data visualisation 









is  being  used   to  detect   changes   in   e­mail   traffic   communication  behaviour.  The   second  part   of   the  paper 
describes  defining  e­mail   traffic  communication  behaviour measures  and how these  will  be  used   to   record 
behavioural   information  on   the  e­mail  user  being  analysed.  The  third  part  of   the  paper  describes  how  the 



































DEFINING E-MAIL TRAFFIC COMMUNICATION BEHAVIOUR MEASURES
Before changes in communication behaviour patterns can be detected, communication behaviour measures need 
to be defined in order for the anomaly detection module to determine what kind of information will be used to 




















metric   computed  will   provide   information   about   an   aspect   of   the  monitored   individual’s   communication 
behaviour.   The   following   set   of   metrics   were   defined   to   describe   and   summarise   each   of   the   above 





number  between –1.0   to  +1.0  to   indicate   the   relationship  between each   time­series  point   in   the 
weekly   e­mail   traffic   volume   data.   This   is   computed   using   the   autocorrelation   formula   from 
(Chatfield, 1996): 
( )( )
























































































ANALYSING FOR CHANGES IN COMMUNICATION BEHAVIOUR
After the nine metrics were defined, these were used to build “normal” behaviour profiles for each of the suspect 













The work by (Jiang et  al.,  2005,  Stolfo et  al.,  2003a,  Stolfo et  al.,  2003b,  Martin  et  al.,  2005)   focuses on 
providing information on deviations in behaviour for each of the communication behaviour measures that they 









COMBINING INFORMATION USING FUZZY INFERENCE TECHNIQUES
To summarise the changes in communication behaviour of suspect e­mail accounts, we investigate the use of 
fuzzy inference techniques. Fuzzy inference is a technique that employs the use of a concept called fuzzy logic 


























































multiple   recipients   as   separate   e­mails),   and  most  of   the   e­mail  messages   sent   (2,063,748   or  99.966% of 
messages) were between 1999 to the end of 2002.
Selecting A Suspect To Analyse
There were a number of key people associated with the Enron financial crisis in 2001 who were considered for 
analysis. A list of people associated with setting up the fraudulent financial records were given by Fusaro and 






















Profiling the Suspect’s Normal Behaviour Patterns
The Enron e­mail dataset mainly covers a time­span from 1999 to end of 2002 with the exception of outlier 
messages dated at years such as 0001 and 2044, which were excluded from the analysis. During the 1999 – 2002 






















The   alert   results   shown   in  Table   3,   show   that  when   the   interaction   between  jeff.skilling@enron.com  and 
rosalee.fleming@enron.com was investigated, they had an abnormality rating of 0.092071181977. This uncovered 
not  much   change   in   behaviour   during   the   surveillance   period.   The   time   series   visualisation   provided   by 
TimeSearcher 2 (Aris et al., 2005) in Figure 10, confirms that there was not much deviation in communication 
between Jeffrey Skilling and Rosalee Fleming, despite the spike in e­mail traffic that was outside of the profiling 
and   surveillance   period.   An   analysis   of   the   interaction   between  jeff.skilling@enron.com  and 
steven.kean@enron.com,  which   had   an   abnormality   rating   of   0.5,   uncovered   a   reasonable   change   in 
communication behaviour during the surveillance period. Figure 11 shows increase in e­mail traffic activity from 
Steven  Kean   to   Jeffrey   Skilling,   suggesting   there  might   have   been   a   change   in   relationship   during   the 




















































































the   investigation   of   anomalous   behaviour.   The   advantage   of   fusing   together   information   from   different 
communication behaviour measures to perform e­mail traffic anomaly detection, and investigating a person’s 
traffic   communication  behaviour   from  the  Enron e­mail   corpus  was   also   shown.  Future  work  will   involve 
comparing the results from the analysis of our simulated e­mail data and real e­mail data, investigating the use of 
different   input   grouping   combinations   for   the   fuzzy   inference   hierarchy,   and   investigating   different   time 
durations for the profiling and surveillance of the e­mail user’s traffic behaviour.
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